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Synopsis

Uncertainty and risk, meet planning and action. Reinforce your organizationa ™s security posture
using the expert information contained in this tactical guide. The Computer Incident Response
Planning Handbook: Executable Plans for Protecting Information at Risk shows you how to build
and manage successful response plans for the cyber incidents that have become inevitable for
organizations of any size. Find out why these plans work. Learn the step-by-step process for
developing and managing plans built to address the wide range of issues organizations face in
times of crisis. Contains the essentials for developing both data breach and malware outbreak
response plansa «and best practices for maintaining those plans Features ready-to-implement
CIRPsa «derived from living incident response plans that have survived the rigors of repeated
execution and numerous audits Clearly explains how to minimize the risk of post-event litigation,
brand impact, fines and penaltiesa «and how to protect shareholder value Supports corporate

compliance with industry standards and requirements, including PCI, HIPAA, SOX, and CA SB-24
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Customer Reviews

After reading through this book | passed it to one of my managers and now his team is using it to
build incident response plans to various scenarios. This book really does provide a large portion of
turnkey plans for any net defense team. | highly recommend this to those who don’t already have
well established plans, or perhaps are looking to ensure they are up-to-date and inclusive of all

necessary topics.



This book is well written. It is good at explaining things about an Incident Response Plan that you
might overlook (i.e. having executive buy in). It approaches things realistically without getting
bogged down with a bunch of fluff or anecdotal knowledge that does not serve a purpose. Short and

to the point! | highly recommend this to anyone starting a security program.

This authors do a fantastic job looking all areas needed to develop an appropriate incident response
plan including cyber due diligence, writing your plan, incident preparation, plan execution, and post
incident planning and maintenance. The quality of the content makes it simple to utilize and to build

your own plans. Better to prepare for the inevitable than to play catch up after the fact!

This delivered exactly what the cover promises. This is an easy to follow guide to create a Computer
Incident Response Plan that is tailored to your organization. My thanks to the author for this

handbook as well as the additional personal references and thoughts.

Far exceeded my expectations. This was a good, quick reference guide with a start, a middle and

ending for anyone trying to implement or keep an Incident Response Plan on track.

Essential guide to best practices for incident response planning. Well written and easily

comprehensible to the lay person as well as technologists.
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